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Abstract: For the problems of key-exposure, encrypted data duplication and integrity auditing in cloud data storage, a
public auditing scheme was proposed to support key update and encrypted data deduplication. Utilizing Bloom filters, the
proposed scheme could achieve client-side deduplication, and guaranteed that the key exposure in one time period didn’t
effect the users’ private key in other time periods. The proposed scheme could solve the conflict between key-exposure
resilient and encrypted data deduplication in public auditing scheme for the first time. Security analysis indicates that the
proposed scheme is strong key-exposure resilient, confidentiality, detectability, and unforgeability of authentication tags
and tokens under the computation Diffie-Hellman hardness assumption in the random oracle model.
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X3 ANPUNHE Y 2 Hy Hy AV Hy, o,
H:AOL »G , H: {0,1" =0, , H,: {01}
xG, = G, HH, m Fllen 43 52 7= 1 B ANIEE
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@ HYRS AW G TE j=1,--n, W&
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2019076-5



<100 * ST =S
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WEELS O — K LS RS sRESHITE
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HRAUEAE AT ) B, Y Jm T A g 2% B, - 478
T, W u, KIESCAE F 3% SO BRI UE bR 25
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e(pk pkrpp, H(1)V" )
SR, B, I “T07 SR <R
4 REMSM

4.1 FERE—HM
X AB LI PR chal = fid v,y , IS
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id; e
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RYHES (setup): CHHEHLEFE Sk, eZ), %
pkops = X 5 pk, = g™ ,ﬁﬁzﬁi:ﬁ%an;,ﬁé\a):ga o
SRJG C KA % pp = (g, @, pkpp, > PK,,SPK) KIEL A o

Hin) C(query): ¥ H M H, FAE 2 A-HH C 24
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[EE=
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